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PaGouyro mporpammy coctaBuii(u):
noneHt Mudb, k.1.1. Ilonskosa E.B.

(OondrcHocmsb, yuenoe 36anue, cmeners, @amuus 1.0.)

(Oomicnocmy, yuenoe 3ganue, cmenensb, Pamunus 1.0.)

Penien3upoBanue paboueil mporpaMMbl AUCHUIUINHBL:

OtcyrcTByeT

Peneunsent

(Oomicnocme, yuenoe 36anue, cmenensb, Pamuaus 1.0.)

Pabouas nporpamma aucuumiauHbl cocraBieHa Ha ocHoBaHun ®I'OC BO u yueOHOTO
IU1aHa

Cpok aeiicTBusi padoueii mporpammel 10 31 aBrycra 2031 roga

YTBEPXXJIEHO

Ha 3acemannu MHCTUTYTa WHKEHEPHOUW U SKOJIOTUYECKON O€30TTaCHOCTH

(mpotokomn 3acemanust Ne 1 ot «01» centsops 2025 r.).



1. lleqb ocBOEHMSI AUCUMIIJIMHBI

Lenbro ocBOeHUS y4eOHOM AUCIUILIMHEI ABIsIETCA (DOPMUPOBAHKE Y CTYAEHTOB 3HAHUIA
158 HpeZ[CTaBJIeHI/Iﬁ O CMBICIEC, LCIAX M 3aJadax 3allluTbl OT pa3JII/I'-IHBIX BHUI0B OHaCHOﬁ
KOMIBIOTEPHOH MH(POPMAINH, BKIIIOYasi BPEIOHOCHbIE TPOrPaMMBI.

[IpuoOpeTeHHbIe 3HAHHUA TIO3BOJIAT CTYJCHTaM TIPABHWIBHO CTPOUTH CHUCTEMY
AHTUBUPYCHON O€30MaCHOCTH OpraHU3allMH, BHICTYIIUTh B POJIM IKCIEPTA MPU Pacciel0BaHUU
KOMIIBIOTEPHBIX IIPECTYIUICHUH, IPEAOTBpallaTh IIPOHUKHOBEHHWE M PACHpPOCTPAHEHHUE
Bpe[[OHOCHI)IX HpOFpaMM, a TaKK€ KOHICIIIHAM, I/IHCTp}IMeHTaM n MCTOdaM paCHO3HaBaHI/I$I
BPEJOHOCHBIX IIPOrpaMM, U OOILIUM 3JIeMEHTaM aHaiu3a BpefoHocHoro 10, TectupoBanus u
arrecrauuu 6e3onacuocty 110 u OC.

2. Mecto gucumminnsbl B ctpykrype OIIOIT BO

JIMCUMIITMHBL ¥ IPAKTUKHU, HA OCBOEHUHU KOTOPBIX Oa3upyeTcs JaHHas AUCLUIIINHA!

- [Ipou3BoacTBeHHas npakTuka (npakrtuka B UT-cdepe);

- Ilpou3BoicTBeHHas MpakTHKa (TeXHoJIornyeckass (MPOEKTHO-TEXHOJOTHYecKast)
MIPaKTHKA).

JIMCUMIUTMHBL U IPAKTUKH, JJI1 KOTOPBIX OCBOEHUE JAHHOM JAHUCHUIUIMHBI HEOOX0AUMO
KaK IPEAIIeCTBYIOIIEE:

- [Ipou3BoAcTBEHHAs MpaKTHKa (MPEAIUIIIOMHAs IPAKTHKA);

- Texuunueckas 3amurTa HHPOpPMAIUH.

3. [lnanupyemble pe3yabTaThbl 00y4eHU s

®opmupyemMblie U HNuaukaropsl
KOHTpOJIUpYyeMble AOCTHKEHU S [Inanupyemble pe3ybTaThl
KOMIIeTEeHIIM U KOMIIeTeHI M i 00y4eHus
(ko1 1 HAaMMEHOBAHUE) (K01 1 HAMMEHOBAHUE)
YK-1 Cniocoben VK-1.8 Hcnonb3yer 3HaTh:
OCYILIECTBIISITH TIOUCK, 3HAHUSI TUTIOB -tunbl  BpenonocHoro [10, wux
KPUTUYECKUI aHaIu3 U BpenonocHoro 110, ux NPUHIMI  JCHCTBUS W KaHaJbI
CUHTE3 UH(pOpMaIy, NPUHLINI JeUCTBUS U MIPOHUKHOBEHUS B
MPUMEHSTH CUCTEMHBIN KaHaJbl IPOHUKHOBEHUS B | HHQPACTPYKTYPY;
MOAXO/1 ISl PeIIeHust UHPPACTPYKTYPY YMmeTs:
MOCTABJICHHBIX 3a7a4 - (uKcHpOBaTh NMPU MPOBEIACHUU

CIIEICTBEHHBIX NEUCTBUI
KPUMUHAIUCTUYECKUI 3HAYMMYIO
KOMITBIOTEPHYIO HH(POpPMAIHUIO, B
TOM 4YHCI€ OCYIIECTBISATh €€

KOIIMPOBAHUE;
- oIpeseNnTh HpU3HAKU
BPEJIOHOCHOCTH  KOMITBIOTEPHBIX
porpamm,

- yMeTh pa3pabaTeiBaTh IIEII-
KOJbl M DOKCIJIOMTBI B IIEIIX
IIPOBEICHUS BCECTOPOHHETO
aHalmM3a 3aluIeHHOCTH

Bnanets




dopMupyemMbie 1
KOHTPOJIMpYyeMble
KOMIIeTeHIIUH
(Ko 1 HAaMEHOBaHUE)

HNuaukaropsl
JOCTHKEHHS
KOMIIeTeHIH i
(Ko ¥ HAUMEHOBAHUE)

I[Inanupyemble pe3yJbTaThl
00yueHus

- HaBbIKAMM  HACTPOMKH H
IPOBEPKU CHUCTEM 3allUTBl OT
BpenoHocHoro 10




4. CTpyKTYypa M coep:KaHMe U CHUIIIHHbI

Moayab Bua HaunmeHoBaHMe TeM 3aHATHI Cemectp | O0bem, | baauasbl | UHTepakTus, ®opmbl
(pa3nen) | yueOHoit (y4eOHoii pabdoThI) 4. 4. TeKyIllero
padoThI KOHTPOJIS
(HauMeHOBaHUE
OLICHOYHOI 0
cpeacTrsa)
Mogayns | Jlek 1 Tema 1 BBenenue B ananmus 10 2 - - bank TecToBBIX
1 BpPEOHOCHBIX NPOrPAMM 3a1aHui/
[Tonsatne 0 BPEIIOHOCHBIX [IporpaMmax. VYerHbI onpoc
Knaccudukanuss BpeIOHOCHBIX MIPOrpaMM IO
OCHOBHBIM CBOICTBaM u MpU3HAKaM.
Knaccudukanus nporpamm 1o cTeneHd OMacHOCTH
JUIA 3allUIIaeMod MHQOpPMAIMM U KOMIBbIOTEPHOM
cuctembl. JlecTpykTuBHbIE (DYHKIIMH BPEIOHOCHBIX
nporpamM. [loHATHE O CUrHarype BpPEIOHOCHOTO
nporpaMMHOro koja. [loHATne nOTEHUMAIBHO
HexenarenbHoro I1O. IlpaBuna wuMeHOBaHUS U
norjiomenuss  BpeaoHocHoro  [10.  Ilpusnaku
npucyrctBusi BpenoHocHoro 10 B UMC. Kanansl
MPOHUKHOBEHUs1 BpegoHocHoro I10. VYs3Bumbie
MecTa  TIporpaMmHoro  ooecmeuenuss ~ OBM,
CHOCOOCTBYIOLIHE BHEJIPEHUIO, COKPBITHIO,
paclpoCTpaHEHHI0 M 3allyCKy  BpPEIOHOCHBIX
MIPOrpaMM.
Mogyns | Cp Tema 1 Beenenue B ananms 10 2 - [TpakTrueckoe
1 BPEJOHOCHBIX MPOTPaMM 3ananue 1
UccnenoBanue  OECTPYKTUBHBIX — BO3MOKHOCTEH
MOTEHIMAJIBHO OMACHBIX POrPaMM U KOMAaH]I
Mogyns | Jlek 2 Tema 2 Bpenonocnoe 10 kak cpeactBo cosepiienus | 10 2 - - bank TecToBBIX
1 KOMIIBIOTEPHBIX MPECTYIIICHUI 3aaHui/

[ToHATHE KOMIBIOTEPHBIX IpecTyIuieHUu. Ilonsatue
kubepnpecTynHuK U xakep. Kmaccudukanus

YcTHBIN onpoc




XaKepOB. [lonsTue XaKepPCKOH aTaKu.
Knaccugpukanuss Xakepckux arak. XaKepcKue
rpynnupoBku. [IoHATHE AaHOHMMHOCTE B CETH
Wurtepuer. CpencTBa JOCTUHKEHHSI aHOHUMHOCTH.

Monyne | Cp Tema 2 Bpenonocnoe I1O kax cpenctBo coBepuienus | 10 [TpaxkTrueckoe
1 KOMITBIOTEPHBIX MPECTYIIICHUM 3ajanue 2
HccnenoBanue BO3MOXHOCTENH CKPBHITOTO BHEJIPEHUS
U 3aIlycKa OMACHbIX IPOrpaMM
Monyne | Cp Tema 2 Bpenonocnoe I1O kax cpenctBo coBeprienus | 10 [TpaxkTrueckoe
1 KOMITBIOTEPHBIX MPECTYIIICHUM 3ajaHue 2
HccnenoBanue BO3MOXKHOCTENH CKPBITOTO BHEAPEHUS
U 3aIlycKa OMACHBIX IPOrpaMMm
Monayns | Cp Tewma 3 M3yuenue GyHKIIMOHATBHBIX Bo3MOkHOCTeH | 10 bank TecTtoBBIX
1 BpPEJOHOCHBIX NPOrPAMM 3aiaHui/
OcHOBHBIE MIPU3HAKU u BO3MOXHOCTH YcTHBIN onpoc
MaKpOBUPYCOB, CETEBBIX «4€pBel», IPOrpaMM
«yAAIEHHOTO aJIMHUHUCTPUPOBAaHUD». BOo3MOKHOCTH
IIPOrPAMM-«PYTKUTOB. N3ydenue
(GYHKUIMOHATIBHBIX  BO3MOXHOCTEH BPEJOHOCHBIX
MPOrpamMM. Pexomennaruu o
IM3acceMOIMPOBAHHIO u UCCIIEJOBAHUIO
IIPOrpaMMHOTO  Koza. TpaccupoBKa MpOTpamM.
Bo3moxknoct  mporpamm  Ttuna ExeScope wu
OllyDebugger.
Monyns | Cp Tema 3 U3yuenne GyHKIMOHAIBHBIX BO3MOKHOCTEH | 10 [IpakTnyeckoe
1 BPEAOHOCHBIX IIPOrPAMM 3ajjaHue 3
HccnenoBanue HMHTEPIPETUPYEMBIX BPEIOHOCHBIX
nporpaMMm  (KOMaHIHBIX — (aiaoB, MakpocoB U
CIIEHApHEB)
Monyne | Cp Tema 3 U3yuenue QpyHKIIMOHANBHBIX BO3MOkHOCTEH | 10 IIpaxTrueckoe
1 BPEAOHOCHBIX ITPOrPAMM 3a1aHue 3

HccnenoBanue MHTEPIPETUPYEMBIX BPEIOHOCHBIX
nporpaMMm  (KOMaHIHBIX — (ailioB, MakKpoCOB H
CIICHApHEB)




Moayns | Cp Tema 4 Cratuueckuii aHanus 10 bank TecToBBIX
1 Omnpenenenue tuna ¢aitna. Cinyenue nHbopMamuu 3a7aHui/
C TIOMOUIBIO U(PPOBBIX OTIMEYATKOB. XA (YHKIUH. VYerHbI onpoc
W3Bneuenune crpok. CTpykTypa maMmsTH Ipolecca.
CrekoBble kazpsl. [lepenaua napameTpoB QpyHKLINU.
Cornamenust o Bbi3oBe ¢(yHkuuil. Ilepenonnenue
Oydepa. OmnacHele KOHCTpykmuHM  s3bika  C.
OnnobGaiitoBoe  mepenoiHeHue. JlmHaMuU4yeckoe
BbieneHue namatu. Kywa. CTpykTypa ydacTKOB
Kyuu. Anroput™m pabotsl pyHkiuu free. Ctpykrypa
MIO/ICTaBHBIX YYaCTKOB IPU NEPETIOTHEHUN Kyun
Mopayns | Cp Tema 4 Cratnuecknil aHanus 10 [IpakTrnueckoe
1 HccnenoBanue ya3BUMOCTH MEPENOJHEHNS Kydn 3aganue 4
Mopayns | Cp Tema 4 Cratnuecknii aHanus 10 [IpakTrnueckoe
1 UccnenoBanus ya3BUMOCTH MEPETIONHEHUS CTEKA 3aJlaHue S
Moayns | Cp Tema 4 CraTnueckuii aHaIu3 10 [TpakTruueckoe
1 Knaccudukanus  BpeIOHOCHBIX  MPOrpaMMm  C 3amanue 6
ucnosib3oBanneM Y ARA
Monayns | Cp Tema 5 JIlnHamuyeckuii aHamu3 10 bank TectoBBIX
1 00630p TECTOBOM Cpelbl. NHCcTpyMeHTBI 3alaHui/
JUHAMUYECKOro aHaiu3a (MOHUTOpHMHra). 3axBar VYcTHBIM onpoc
cereBoro Tpaduka ¢ nmomompo Wireshark. Drambl
JMHAMUYECKOTO aHajau3a. AHaIu3 JUHAMUYECKU
noakrouaeMoit oubnuoreku (DLL). Ananus DLL ¢
nomolueso rundll32.exe. Agaims DLL ¢ moMombro
IIPOBEPKH MTPOLIECCOB.
Monyns | Cp Tema 5 JIuHaMUYECKUI aHAIINA3 10 IIpaxTrueckoe
1 Amnanu3 ucnosinsemoro ¢aitna Bperonocsoro 110 3ananue 7
Monyns | Cp Tema 6 Ananu3 Ha IpaKTHKE 10 bank TecToBBIX
1 3aaHui/




[Mpunoxenune JuIsi  TeHepupoBaHus  Tpaduka:
SuperFunkyChat. Kypc ananm3a ¢ MOMOIIBIO
Wireshark. Omnpenenenue CTpyKTypbl — ITaKeTa.
[Tapcunr nakera cooOmIeHusI.

VYerHbIM onpoc

Monyne | Cp Tema 6 AHanu3 Ha IpaKkTUKE 10 IIpakTrueckoe

1 AHanu3 MpOTOKOJIA C MTOMOIIBIO 3ajanue 8
Python.

Monyne | Cp Tema 6 Ananu3 Ha IpaKTHKe 10 IIpakTrueckoe

1 AHanu3 NpoToKoJja ¢ MOMOUIBIO 3ajanue 8
Python.

Mogayns | Cp Tema 7 ObpaTtHas pazpaboTka MPUTIOKEHHS 10 bank TecTtoBBIX

1 KomMmunstopsl, uHTEpnpeTaTopsl M accemOJephl. 3aiaHui/
Apxutektypa x86. CTaTHueckuii U JTUHAMUYECKHUM YcTHBIN onpoc
oOpaTHbII VHXUHUPUHT. Ob6patHoe
MIPOEKTHPOBAHKE YIIPABJISIEMOTr0 KOJa.

Mogayns | Cp Tema 7 O6paTtHas pazpaboTKa MPUTIOKECHHS 10 [TpakTrueckoe

1 JlekoMIMUIMpoOBaHUE TIPHIIOKEHUS. 3amanue 9

Mogayns | Cp Tema 7 O6paTtHas pazpaboTKa IPUIOKECHHS 10 [TpakTrueckoe

1 JlekoMImuIIMpoBaHUE TPHIIOKCHHUS. 3amanue 9

Monayns | Cp Tema 8 3amura MC ot Bpenonocnoro 11O 10 bank TectoBBIX

1 [Tpunnun 60pr0Os! ¢ BpeaoHocHbIM [10. AnmapaTHbie 3alaHui/

cpencTBa 3amuThl. [[porpaMmHbie cpeicTBa 3aIIUTHI.
AnTuBUpYyCcHBIE cpenctBa. CpencTBa 3alluThl OT
HCJl. CpenctBa anamuza tpaduka. Cpezncrsa
npenoTBpaileHuss yreuku uHpopmarmu. Cpenctsa
MOHUTOpPMHIa W aHanmu3a npoieccoB. Cpenctsa
MPEOJIONICHUsT  3alIUThl.  AJNTOpPUTM  TIOMCKA
BpenoHocHoro IIO B 3apaxkennoi HC. Ilonsatue
nedexta [10. Onpenenenue ysazpumocteid. [lonstue
MeTpuku. Cucrema oueHku ys3Bumocteil. [lonstue
B3i0oMa [10. Buner B3noma [10. 3amura oT B310Ma
I10. Texnuka 3amursl oT B3soma [10

VYcrHblii onpoc




Monayns | Cp Tema 8 3amura UC ot Bpenonocuoro 110 10 2 [TpakTyeckoe
1 BHenpenne ynaneHHOTO MCHOJHsIEMOro ¢aiina wim 3aganue 10
HIeIUT-KOa.
Monayns | Cp Tema 8 3amura UC ot Bpenonocuoro 10 10 2 [TpakTndeckoe
1 BHenpenne ynaneHHOTO MCHOJHsIEMOro ¢aiina mim 3aganue 10
HIeIUT-KOa.
Monymes | Cp CamocrosaTenpbHOe  W3yueHue  wmatepuana, He | 10 56 bank TecTtoBBIX
1 BOILIEIIETO B KypC JEKIHI 3alaHu I
IHA [IpomexyTouHas aTTecTalus 10 0,25 Bompocsr K
3a4eTy
K KoHTpos 10 3,75
Cp Tema 8 3amura MIC ot BpenonocHoro [10 10 2 [TpakTrueckoe
Brenpenue ynaneHHOTO HCTOTHsSEMOTo daiiaa uin 3agague 10
IEJUI-KOIa.
HWtoro: 108




5. O0pa3oBaTesibHbIE TEXHOJIOT UM

TexHomorus Dopmbl 00ydeHUs Meto el 00yueHus
TexHonorus TPAAULMOHHOIO | JIeKkuus. Harnsgnele,  cioBecHbIE,
o0yuenusi — opranuzanus ydeOHoro | [IpakTuyeckoe 3aHsTHE. | IPAaKTHYECKUE.
mpouecca B By3e, OcHOBaHHasg Ha | CamocTosATenbHas
JIEKLMOHHO-CEMUHAPCKO-3a4ETHON pabora.
¢dopmax oOydeHus WunuBuayansHoe

JIOMalllHee 3aaHue.
TexHoJsiorust MoayJIbHOr0 00y4eHus | Jlekuus-koHCcynpTanus. | Pemenne  cuTyallMOHHBIX
— opranuzanus y4deOHoro mpouecca | CeMunap c | 3amau.
JUIS TIOJTHOTO OBJIJICHUS COZIEpKAHUEM | UCIOIb30BaHUEM MeToja | [Ipe3eHTalnoHHbIN METO/.

o0pa3oBaTeNbHBIX ~ TpOTpaMM  Ha | aHAJIW3a KOHKpeTHBIX | CamocTosTenbHas paboTa.
OCHOBE  HE3aBUCHUMBIX  YUEOHBIX | CHUTYaIIH. Koncynpramus.
MOJIyJIel C y4eTOM HHIMBHIyaTbHBIX WunnBuayansHas paboTa.
MHTEPECOB " BO3MO’KHOCTEN

CyOBEKTOB 00pa3zoBaTeNIbHOTO

mpolecca.

NHpopmMaunoHHbIE TEXHOJOTHMH —
crelHagbHbIe CIOCOObI, TPOrpaMMHBIE
U TEXHUYECKHE CPEe/ICTBA (KUHO, ayIHo
— ¥ BUJIEOCPEJICTBA, KOMITBIOTEPHI) [Tt
paboTel ¢ nHpopManmei

Jleknus-npecc-
KOH(pepeHIHsL.
Busyanbnas nexuusi.

[Ipe3eHTalMOHHBIN METO/.

6. MeToguyeckue yKa3aHus M0 OCBOCHHUIO U CIUATIINHbBI

N3ydeHne nUCUUIUINHBI TPeyCMaTPUBAET YTCHHE JIEKLUN, TPOBEICHNE MPAKTHIECKUX
3aHATHI, CAMOCTOSTEIIPHOE U3YUYECHHE CIIEHHAIBHOMN JTUTEPATYphI IO BOMPOCaM JIEKITUH.

H3yuenue meopemuueckoeo mamepuana onpenenseTcss padbodei yueOHO#M mporpaMMoi
JTUCLMIUIMHBL, BKIIOUEHHBIM B HEee IEpEeYHEM JIMTepaTyphl. PekoMeHyeTcst mpy MOATOTOBKE K
3aHSTUSIM MIOBTOPUTH MaTepUall MPEAUIECTBYIONIUX TEM JEKIUH.

Ilpu noozomoexke K npakxmuueckomy 3aHamur0 HEOOXOAUMO HU3YyYUTh MaTepHalIb
JIEKIMU, PEKOMEHI0BaHHYIO JIUTEepaTypy. M3yueHHbIil MaTepuan cienyer NpoaHaIU3upoBaTh
B COOTBETCTBUM C IUIAHOM 3aHATHUS, 3aTEM IMPOBEPUTH CTENEHb YCBOCHHS COJCp>KaHUS

BOIIPOCOB.

Buowr camocmosmenvuou pabomul 00yuarowuxcsi:
1. IToBTOpEHUE MPOWICHHOTO JIGKIIMOHHOTO MaTepHajia, YTEHHE PEKOMEHIOBAHHOM

JTUTEPATYPHI.

2. IToaroroBka k MNPAKTUYCCKUM 3aHATHUSAM.
3. PaboTa ¢ QJICKTPOHHBIMH UCTOYHUKAMMU.

4. TlonroroBka K ciade 3ayera.

CamoctosarenbHas pabora OOy4aroUIMXCS 3aKII0YaTcs B HW3YYEHUU JHUTEpaTyphI,
JOTIOJTHSIIOIIEH MaTepHal, U3jaraeMblii B JIGKIIMOHHOW yacTu Kypca. HeoOxoaumo oBiazieTh
HaBbIKaMu Oubnuorpauyeckoro Mowcka, B TOM 4HCIE B CeTeBbIX MHTepHeT-pecypcax,
Hay4UTbhCS COMOCTABIIATH PA3JIMYHBIE TOUKU 3PEHUS U ONIPENETATh METO bl HCCIIEJOBAHUM.

Ilpu noozomoexe k 3auemy cienyeT PYKOBOJCTBOBATHCS IMEPEUYHEM BOIPOCOB s
MOATOTOBKM K WTOTOBOMY KOHTPOJIO MO Kypcy. IIpm 3ToM HEOOXOAMMO YSICHUTH CYThb

OCHOBHBIX ITOHATUN AUCITUATLIHNHEL.

[Ipennonaraercs, 4To, NPOCIyIIaB JEKIHMIO, 0OYJaIOMIMNACS JJOKEH 03HAKOMUTHCS C
PEKOMEH0BAHHOM JINTEPATYpO U3 OCHOBHOTO CIMCKA, OCYIIECTBUTH MOUCK U KPUTHUYECKYIO
OLIEHKY MaTepuaiia Ha caiitax IHTepHeT, coOpaTh HE0OX0IUMYI0 HH(POPMAIIHIO




7. OneHo4HbIe cpeAcTBa

7.1. ITacopT O1lIeHOYHBIX CPEACTB

Cemecr Ko konTposmmpyemoi HaumenoBanue
P KOMIIeTeHIMHU (MJIU ee YaCTH) OLICHOYHOI'0 CPEACTBA
10 YK-1 Tecmosvie 3a0anus.

Bonpocwi k 3auemy Ne 1-60.
Ipaxmuuecxue 3a0anus Ne 1-10

7.2. TunoBble 3aJaHusi MM HMHbIe MaTepHaJibl, HEOOXOAUMBbIE JIsl TEKYILIero
KOHTPOJIS

7.2.1. TlpakTrdeckoe 3a1aHue
(Haumenosanue oyeHouHo20 cpedcmea)

[Ipaktnueckoe 3aganume 1. HccinemoBanue  JIECTPYKTHUBHBIX — BO3MOKHOCTEH
MOTCHIHAJIIBHO OIMMACHBIX ITPpOrpaMM M KOMaH/.

[Ipaktnueckoe 3amanue 2. MccnegoBaHume BO3MOYKHOCTEM CKPBITOTO BHENPEHUS H
3aI1yCcKa OMACHBIX IPOrPaMM.

[Ipaktnueckoe 3amanme 3. McecnepoBaHue HHTEPIPETUPYEMBIX BPEJOHOCHBIX
nporpaMm (KOMaHAHBIX (aiiIoB, MAaKpOCOB U CLICHAPHEB).

[IpaxkTnueckoe 3ananue 4. MccnenoBaHue ya3BUMOCTH NIEPENIOJTHEHUS KYUH.

[IpakTuueckoe 3ananue 5. MccnenoBanus ya3BUMOCTH MEPETIOTHEHUS CTEKA.

[Ipaktnueckoe 3amanme 6. Krnaccudukamuss  BpEIOHOCHBIX — MPOTPaMM  C
ncnoab3oBaHueM Y ARA.

[IpakTrueckoe 3aganne 7. AHanu3 ucnoiaHseMoro ¢aiiaa BpeaonocHoro [10

[IpakTrueckoe 3aganne 8. AHaIM3 MPOTOKOJA ¢ TOMOIsI0 Python.

[IpakTuueckoe 3ananue 9. JlekOMIUINPOBAHUE TTPUITOKECHUS

[Ipaktuueckoe 3aganue 10. BHenpenne yaalieHHOT0 UCTIOJHAEMOTo ¢aiiia WiIH mes-
KoJa.

Tunosoii(bie) npuMep(bl) 3agannsi(uid)

Hens: ChopMupoBath MpakTUYECKHE HABBIKW BBISABICHUS, O€30M1aCHOTO0 BOCIPOU3BEACHUS U
aHaJlM3a JIeCTPYKTUBHOTO BO3JCHCTBHS MOTEHIMAIbHO OMACHBIX MPOTPaMM U CUCTEMHBIX
KOMaH]I, a TAaK’K€ OCBOUTH MEXaHU3MbI UX OIPaHUYECHUS B U30JMPOBAHHOM cperie.

3agaHue:

1. CryneHT pa3BopauuMBaeT BUPTYAIbHYIO MAalllMHY WJIM KOHTEHHEpP C OTKIIOUEHHBIM
CETEBBIM JIOCTYIIOM.

2. B 3aganun MoAenupyroTcs 6e30MacHbIe aHaJIOTH IECTPYKTUBHBIX CIIEHAPUEB: UCTOILEHUE
nporeccopuoro  BpemeHu  (fork-O0MObI), mepenosHEHHWE JUCKOBOTO  IPOCTPAHCTBA,
OJIOKMPOBKA pecypcoB (aillIoBBIX CHCTEM U PEKYPCHUBHOE yIATICHHUE JaHHbBIX.

3. C nomomipl0 MHCTPYMEHTOB MoHHTOpuHTa (strace, auditd, htop, iotop) dukcupyercs
BIusiHUE KoMaH[ Ha sipo OC U MIaHUPOBIIKK MPOIIECCOB.

4. Tlocne 6a30BOro BOCIPOU3BENCHUS IPUMEHSIOTCS MEXaHU3MbI KOHTpoJIs: ulimit, cgroups
V2, seccomp, TOJUTHKU BHIMOTHEHUA. [IpOBOAWTCS MOBTOPHBIN 3amyckK, (QUKCUPYETCS
cpabaTbIBaHUE OTpaHHYEHUI.

5. PesymbraThl odopmistoTcs B BHAE OT4€Ta C JIOTaMH TPACCHUPOBKH, Tpaduxamu
MOTpeOJICHUs PECYPCOB U MATPUIIEH «BEKTOP — YSI3BUMOCTh — MEXaHU3M 3alUThI».

KpaTlcoe ONMUCAHUC U PEIVIAMEHT BbINOJTHCHUA



1. I3yuuTh TeOpeTHYecKuii MaTeprall 1 HOPMAaTHBHO-IIPABOBYIO 0a3y.
2. OhopMHTB OTYET O MPAKTHUECKOM pabOTE B COOTBETCTBUH C TPEOOBAHUSAMU K O(POPMIICHUIO
MPAKTUYECKUX paObOT B COOTBETCTBUU C TEMATUKOM 3a1aHUsI.

Kpurepuu onenkn:
- OLICHKA «3aYTEHO» BBICTABJISETCS CTYIEHTY, €CJIM IPAKTUUECKOE 3aJaHUE BHIIIOJIHEHO

Ir'paMOTHO WJIM UMCCT HCCYIICCTBCHHLIC 3aMCYaHMs, BbIIIOJIHCH OTYCT I10 pa60Te.

- OLCHKAa «HC 3a4YTCHO» BBICTABJIACTCA CTYACHTY, €CJIM IMPAKTUYCCKOC 3aJaHHUC HEC

BBITIOJIHEHO, UMCCT Fp}I6I)I€ OIHI/I6KI/I, HEC IMOATOTOBJICH OTYCT.

7.2.2. TunoBoii mpuMep TeCTOBOIO 3aJaHUS
Tunosoi npuMep TeCTOBBIX 3aaHUI

Kak Ha3pIBaeTCs THI aTakd, IPU KOTOPOM 3JIOYMBIIIICHHUK BBIAACT ce0sl 3a COTPYIHHKA
TEXHUYECKOH MOICPIKKH JUTS OJTY4SHHUS JTOCTYIA K CUCTeMe?

Bri6epute o1uH 13 4 BApMaHTOB OTBETA:

1) ®ummar

2) BummHr

3) Criydunr

4) CMuIIHHT

Kpurtepun ouenku:
bainel HaUMCITAOTCS aBTOMATUYECKH ITPOMTOPIIMOHAIBHO TPABUIIBHBIM OTBETAM.

7.3. OueHo4YHblIe cPpeACTBA /sl IPOMEKYTOYHOMH ATTECTALMM M0 UTOTaM OCBOEHUSI

AUCHHUIIIMHBI

7.3.1. Bonnpochl K NPOMEKYTOYHOM aTTecTalun

Cemectp 10

Bonpocsl k 3a4ety

PackpoiiTe 9BOMIOIMIO  BPEIOHOCHOTO MPOTPAMMHOIO  OOecnedeHus: OT MEpPBbIX
SKCIIEPUMEHTAJILHBIX BUPYCOB JI0 COBPEMEHHBIX 1I€JIEBBIX aTak. Kakue TeXHOIOTHuecKrue u
SKOHOMHYECKHE (DaKTOpbl OOYCIOBHIIM YCIOKHEHUE CTPYKTYphl U  (yHKIMOHAa
BPEAOHOCHBIX MPOrpaMm?

Jlaiite pa3BEépHyTOE OMpEleNeHne TEPMHHA «BPEIOHOCHOE MPOTrPaMMHOE OOECIeueHUEH.
Onummure OCHOBHBIE KpUTepuu Kiaccuduxanuu (Mo 1enu, crnocody pacrnpocTpaHeHUS,
CTETNIeHH aBTOHOMHOCTH, YPOBHIO TPeOyeMbIX PUBUIIETHH).

OOBscHHUTE pas3iinuue MCEXKIy BHUpPpYCaMHU, CCTCBbBIMU YCPBAMH, TPOSAHCKHMU IMPpOTrpaMMaMU,
HpOFpaMMaMI/I-H_II/I(prBaJ'ILH_[I/IKaMI/I, mmuoHckuM 110 u y,Z[aHéHHLIMI/I AJIMUHUCTPATHBHBIMHA
HHCTPYMCHTAMM. HpI/IBeI[I/ITC IIPUMCPLI PCAJIbHBIX Hpe,ﬂCTaBHTCHeﬁ KaXXJ0ro Kjaacca.

OnuiuTe apXUTEKTYpHbIE 0COOEHHOCTH COBPEMEHHBIX MHOTOKOMIIOHEHTHBIX BPEJOHOCHBIX
[Iporpamm (3arpy3uuk, MOAYJb 3aKpeIUIeHUs, MOY/b SKCHUIBTPALIMH, KINEHT KOMaHIHOTO
LeHTpa). 3a4eM HCIOJIb3YEeTCsl MOJYJIbHAs apXUTEKTypa W Kak OHA BIIMSAET HAa >KUBYYECTh

yrpo3bI?

PaCKpOﬁTC MOHATHUEC «KMHIAUKATOPBI KOMIIPOMETALIUU. Kakue Ttumsl HHJAUKATOPOB
HCIIOJIB3YIOTCS TIPHU aHAJIIN3EC BPECAOHOCHOTO IIO u xak oHHu MNPUMCHAIOTCSA B CHCTCMaAX

MIPOAKTUBHOM 3aITUTHI?




OObsicHHTE KOHUEMNIHIO «KM3HEHHOTO IIMKJIA BPEJOHOCHOM mporpamMmbl». Kak stambl
JIOCTaBKH, BBITIOJHEHUS, 3aKPEIICHUS, TOBBIIICHUS TPUBUIIETHI, OOKOBOTO MEpEeMELICHUS U
skcuibTpanuu cootHocsates ¢ mojensio MITRE ATT&CK?

OX&pﬁKTCpHSyﬁTC BJIMAHHUC JICTUTUMHBIX CUCTCMHBIX YTWJIIMT Ha Pa3BUTUC BPCAOHOCHLIX
texHojorui. Kak 3JIOYMBINIJICHHUKN HUCIHOJIB3YIOT aJIMHWHHUCTPATUBHBIC HWHCTPYMCHTLI
OINICPAMOHHBIX CUCTCM IJI COKPBITUA aKTUBHOCTH?

Packpoiite coxmepkaHue TOHATHS «daitn-aponmnep» U  «bpain-noagepy. B uém mux
MPUHIMIHAIBHOE OTJIIMYME U KAK OHU UCIOJIb3YIOTCS B MHOTOJTAITHBIX LIETIOYKaX 3apayKeHus ?

OObscHUTE, TOYEMY COBpPEMEHHbIE BPEIOHOCHBIE IPOrPaMMbl AaKTHUBHO HCIOJIb3YIOT
mudpoBaHue, yakoBKy U 00¢yckauio. Kakue MeToap! MPUMEHSIOTCS IUTS KaXI0TO U3 3TUX
MEXaHU3MOB COKPBITHS?

10.

Onumure posib U30JIMPOBAHHBIX CPEJl UCClieoBaHMs B aHanu3e BpenoHocHoro [10. Kakue
OTpaHUYCHHA BHpTyﬁJ’ILHOfI MalllMHbI H€O6XOI[I/IMO YUYUTBIBATH IIPHU JUHAMUYCCKOM aHaJIU3€C,
yTOOBI N30€XKaTh JETEKTUPOBAHUS 00pa3ioM?

11.

PackpoiiTe OCHOBHbIE MEXaHU3Mbl COXpPAHEHMsI JOCTylla B OIEPAllMOHHBIX CHUCTEMax
Windows wu Linux. Kak 3/10yMbIIIJIEGHHUKM MCIOJNB3YIOT CHCTEMHBIH  peecTp,
3alJIaHUPOBAHHBIE 3a/1a4M, CIY>KObl U KOHQUTypallMOHHbIE (ailyibl?

12.

OObsacHUTe MpUHIMI pabOThl MEXaHU3Ma 3axBaTa 3arpy3ku Oubnuorek. Kakue ycnoBus
HEOOXOIUMBI Ul YCIEITHOW AKCIUTyaTallii JaHHOM TEXHUKHU U KaK MOKHO 3aIlUTUTHCS OT
He€ Ha ypOBHE KOH(QUTYpallly MPHUIIOKEHUHN ?

13.

Onumure MeToJIbl CKPBITHUS MPOLECCOB, (DAalIOB U CETEBBIX COEAMHEHUN B COBPEMEHHBIX
ONEPALIMOHHBIX cucTeMax. Kak HCIob3yroTcs TEXHOJOTMH PYTKMTOB Ha YPOBHE sjipa H
10JIb30BATEIBCKOTO MPOCTPAHCTBA?

14.

PaCKpOI)’ITe IMOHATHUEC «MHBCKIHA B IIPOLECCH. OnumnnTe TEXHUKA BHECAPCHUA JTUHAMHUYCCKHUX
OnOIMOTEK, BRIpE3aHUs Mpoliecca U peIeKCUBHOM 3arpy3ku. B uéM ux mpeumyIiecTBa ajis
aTaKkyromero?

15.

OO6bscHUTE, KaK BPEJOHOCHBIE TPOrPAMMBI 00X0IIT MEXaHU3MbI KOHTPOJIS YUETHBIX 3amucen
B Windows. Kakue Texanku 00xo1a Hanboiee pacpoCcTpaHeHbI M KaKk OHU MAaCKUPYIOTCS MO/
JIETUTUMHEIE TEUCTBUS?

16.

OxapakTepu3yiite MeToAbl 00X0Ja aHTUBUPYCHOTO CcKaHUpoBaHHUs. Kak wucmoms3yrorcs
noaumopdusM, metamopdusMm, mudpoBaHUe TOJE3HOW HATPY3KH W BPEMEHHBIC 3aJICP)KKU
BBITNIOJIHEHUS ?

17.

Packpoiite conepkanmne moHsATUs «BpenoHocHoe I1O 6e3 daitioy. Kak BbITIONHSETCS
HCIIOJIHEHUE KOJIa B ONIEPaTUBHOM MaMsATH 0e3 3alucu Ha JUCK U Kakue apTedakThl OCTAIOTCS
B CHCTEME I10CJIE TaKOM aTaku?

18.

OObscHUTE MEXaHU3Mbl COKPBITHUS CETeBOM AKTHMBHOCTH BpPEIOHOCHBIX mporpamm. Kax
HCIOJIb3YIOTCSl TYHHETTMPOBAaHUE Yepe3 MPOTOKOJI JOMEHHBIX UMEH, mndpoBaHue Tpapuka u
JIETUTUMHBIE 00JIaYHbIE CEPBUCHI?

19.

Onumure TEXHUKU aHTUOTIAJKH U aHTHAHAIIM3a, IPUMEHsEMbIe B COBPEMEHHBIX 00pa3iax
BpeaonocHoro [10. Kak peanu3yroTcst MpoBepKH HAIWYUS OTJIaJUUKa, BUPTYAIbHON MallTuHbBI
Y U30JIMPOBAHHOM Cpe/bl?

20.

PaCKpOﬁTC BIMSHHE MEXaHU3MOB Oe30MMacHOU 3arpy3Kki U KOHTPOJIA LCIOCTHOCTU
Ha4YaJIbHOT'O 3arpy3drvka Ha BO3MOYKHOCTU 3aKPCIUICHUA BPCAOHOCHOI'O KOJAa Ha PaHHUX
oTalax MHUIHaJInu3allun OHepaHI/IOHHOﬁ CHUCTCMBEI.

21.

OObBscHUTE npupoay ya3BUMOCTHU IICPCIIOJIHCHUSA CTCKa BbI3OBOB. Kak MMPOUCXOANUT
nepe3annucbp aJapeca BO3BpaTa H 4YTO HeO6XO,Z[I/IMO HJIA y0HCHIHOI>i SKCIUTyaTalluud B
COBPCMCHHBIX YCIIOBHUSIX C BKJIIOYEHHBIMH ME€XaHU3MaMU SaH_II/ITBI?

22.

PaCKpOﬁTC 0COOCHHOCTHU YA3BUMOCTU TICPCTIOJIHCHU A JUHAMHYECKOM IamsTu. UYem
OTJIMYACTCA YIIPABJIICHUC TMaMSATBIO B KY4YC€ OT CTCKa M KaK HCIIOJB3YHOTCHA (l)paFMeHTaI_II/IH,
aTaKH Ha CBA3HBIC CIIMCKHU U TCXHUKHU pa6OTLI C KoIIEM pacnpez[eneHI/I;I?




23.

OnumuTe KOHUEHIMIO NPOTrPaMMHUpPOBAHMs, OPHUEHTHPOBAHHOTO Ha Bo3BpaT. Kak
(bopMUpYIOTCS TETMOYKH (parMeHTOB KOJA M Ui Yero OHM HPUMEHSIOTCA Ipu o0xoxe
MEXaHU3MOB 3aMpeTa UCTIOJTHEHUS TaHHBIX?

24,

OOmbsicHUTE PUHIHUITEI PaOOTHI YSI3BUMOCTEH THUIA «MCIOJIB30BAaHUE TTOCIIE OCBOOOKICHUS
U «IBOMHOE 0cBOOOXKIeHHE». Kak OHM 3KCITyaTHPYIOTCS Ul MOJIYYEHHs] POU3BOJIEHOTO
YTEHMsI MJIU 3aIIUCHU NaMsITu?

25.

Packpolite conep:kanue NOHATUS «yAATEHHOE BBINIOJHEHUE KOa». Kakue BEKTOpbI JOCTaBKU
" yCJIIOBUA HCO6XOIII/IMI)I AJid peain3allui JaHHOT'O TUIla YA3BUMOCTU B B€6-HpI/IJ'IO)KCHI/I$IX n
CETEBBIX cepBUCax?

26.

Onumure CTPYyKTYypy U dTambl pa3paboTku 1eui-kojga. Kak oOecneunBaercs ero
MO3ULMOHHO-HE3aBUCUMOE UCIIOJHEHHE U 00X0]] OTPAaHUYEHUIN HA UCIIOJIb30BAHUE HYJIEBBIX
OaiT?

27.

OObscHUTE MeXaHU3Mbl 00X0/la COBPEMEHHBIX 3alIUTHBIX (HJIaroB KOMMIWIATOpAa H
OomnepalMoHHON cucrteMbl. Kakue TEXHUKM TO3BOJSIOT CHU3UTh  APPEKTUBHOCTD
paH0MHU3alMY aAPECHOTO MPOCTPAHCTBA, KAHAPEEK CTEKA M KOHTPOJIsl HOTOKA BBIMOJIHEHUS?

28.

PackpoiiTe 0COOEHHOCTH IKCIUIyaTalluHd YS3BUMOCTEH B MHTEPIIPETATOPAaX U BUPTYAIbHBIX
MAaIlIMHAX BBINOJHEHMS. Kak mpoucxoauT BBIXO U3 U30JIMPOBAHHOM Cpelbl HHTEPIPETATOpa
1 NIOJIy4eHHE KOHTPOJISL HaJl XOCT-CUCTEMON?

29.

OxapakTepu3yite ysa3BUMOCTH ¢opMara TOKyMEHTOB U MenuadaitnoB. Kak ncmomas3yrorcs
MaKpOChl, BCTpauBaeMble OOBEKTHI, Mapcepbl MIPUPTOB U JAEKOAECpPhl M300paKeHHH s
JIOCTaBKH MOJIE3HON Harpy3Ku?

30.

OObscHUTE POJb ABTOMATHU3UPOBAHHOTO (a33MHI-TECTUPOBAHMS B IMOUCKE YA3BUMOCTEH.
Kakne TtHinl reHCpaTopoB BXOAHBIX JAHHBIX CYHICCTBYIOT M KaK OHU HWHTCTPHPYIOTCSA B
nporiecc pa3padboTKku 0€30MaCHOTO MPOTrpaMMHOTO obecrieueHus?

31.

Packpoiite anroputM TpoBeNEHUS CTAaTHYECKOTO aHajau3a HcmnojHseMmoro daina. Kakue
WHCTPYMEHTBl HCIIOJIB3YIOTCS JUIsl aHalIM3a CTPYKTYp 3aroJIoBKOB, TaONWI[ HUMIIOpTa U
9KCIOPTA, CTPOK U PECypCcOB?

32.

OOBsICHUTE METOJIUKY JMHAMHYECKOTO aHanmu3a BpemoHocHoro I10. Kak wactpamBaercs
M30JIMPOBAHHAs Cpe/ia, KAKWe CUCTEMHBIC BBI30BHI U TIPUKJIATHBIE HHTEP(EHCH MOHUTOPSITCS,
Kak (PUKCUPYETCs ceTeBasi akTUBHOCTH?

33.

OnuimuTe MpoIecc PaclakoBKU UCHOJHIEMBIX (aitioB. Kakue mpu3Haku yka3bIBalOT Ha
HaJIM4YWe YIIaKOBIIMKA U KaK BOCCTaHABIMBACTCS] OPUTMHAJIBHBIN KOJI B ONIEPAaTUBHOM MMaMATH?

34.

PackpoiiTe mpuHLIMIIBI ASKOMOWISIUU U Au3acceMOnupoBanus. B uéMm paznuuue Mexmay
STUMH TOJXOJaMH U KaKh€ OrpaHWYCHHs] BO3HHKAIOT IMPH BOCCTAHOBJICHHUM JIOTUKH W3
MalIMHHOTO Kozaa?

35.

OObscHUTE Ha3HAYEHHE U CTPYKTYpy OTYETa MO aHAIU3y BpedoHOCHOro obpasma. Kakwue
paznenbl 00s3aTenbHbl Ul mepefadyd WHGOpMaluu aHAJIMTUKAM LEHTPOB MOHHUTOPHHTA
0€30MacHOCTH U pa3pabOTUMKaM CPEJICTB 3aLTUTHI?

36.

OxapakTepu3yiTe METOIbl aHaiIu3a OO(YCIMPOBAHHBIX CKPUINTOB U MakpocoB. Kak
BOCCTaHABJIMBAETCS UCXOAHAS JIOTHKA MPHU MCIIOIb30BAHUH KOJUPOBOK, KOHKATEHAIIUU CTPOK
Y JUHAMHYECKOTO BBITMOJIHEHUA?

37.

PaCKpOﬁTC COACPIKAHUC TIOHATHUA «CI/Il"HaTypHLIﬁ n HOBCI[CH‘ICCKPIIZ aganm3y. Kak
COBPCMCHHLIC CHUCTCMbI 3alllUTbl KOHCYHBLIX TOYCK KOM6I/IHI/IPYIOT 00a nmoaxoga JJiA
ACTCKTUPOBAHUS HCU3BCCTHBIX yrp03?

38.

OObscHUTE pOJIb MPOTPAMMHBIX OTIAJAYUKOB B HcciefoBanuu BpemonocHoro I10. Kak
YCTAaHABJIMBAIOTCS TOYKM  OCTAaHOBA, AHAIM3UPYIOTCA  PETHCTPbl  MpolLeccopa U
MOIU(PHUIMPYETCS MOTOK BBHITIOTHEHUS?

39.

Onummure METOAMKY aHaJM3a BPEJOHOCHBIX JOKYMEHTOB. Kak M3BJIEKalOTCS BCTPOCHHBIE
00BEKTHI, aHATU3UPYIOTCSI BCTPOCHHBIE CKPHUIITHI M BOCCTAHABIIMBAIOTCS LIETIOYKU 3arpy3KH
TIOJIE3HON HArpy3Kku?




40.

PackpoiitTe 0coOE€HHOCTH aHanM3a BPEIOHOCHOTO IPOrPAMMHOTO OOECIeYeHUs Ui
MoOWIbHBIX mIaTgopMm. Kak wucciaenyrorcss MakeTbl NPHIOKEHHH, JEKOHCTPYHPYETCs
IIPOMEXKYTOUHBIN KOJI M aHAJIM3UPYIOTCS 3allpalllMBA€Mble pa3pelieHns?

41.

OOpBsicHUTE MEXaHU3MBI BHITIOJIHEHHSI BPEJIOHOCHBIX MAaKpOCOB B 0(hHCHBIX JOKyMeHTaX. Kak
00X0IITCS HACTPOMKH 0€30IIACHOCTH M PEXKHM 3aIUIIEHHOTO IpocMoTpa’?

42.

Packpoiite ocobenHocTn KomaHaHOW oOomouku PowerShell kak WMHCTpymMeHTa araku u
3alIUThI. Kak HCIIOJIB3YIOTCA MCXaHN3MbI O6XOI[a BCTPOCHHOI'O MOHUTOPUHIA, OTPaHUYCHUA
MOJINTHUK BBITIOJTHEHUS M TCXHUKH aBTOMaTHUCCKOM 3arpysKu KOI[a?

43.

OxapakTepu3yiTe yrpo3bl, CBSI3aHHbIE C UHTEPIPETUPYEMBIMH SI3bIKAMH IIPOTPAMMUPOBAHUSL.
Kak obecnieunBaeTcs CKpHITHOCTD BBITIOJTHEHHUSI M 00XO0]] CPEJICTB MOHUTOPUHTA MTPOIIECCOB?

44,

OObscHUTE NPUHLUMIIBI PAabOTHl BPEJOHOCHBIX CKPUITOB aBTO3allycka B Pa3iIMYHBIX
OTepallMOHHBIX cucTemMax. Kak OHM MHTErpupyroTcs B JIETUTHMHBIE MTPOLIECCHI CHCTEMHOTO
aJIMUHHUCTPUPOBAHUS?

45.

Packpoiite MeTOb! 1€TEKTUPOBAHUS M OJIOKMPOBKH MHTEPIPETUPYEMBIX YIpO3 Ha YpOBHE
xocta U cerd. Kakue TMOJIUTUKM BBINOJHEHHS W OrPAHUYEHHUS MPUMEHSIOTCS B
KOPHOPaTUBHBIX MHPOPMAIIMOHHBIX CHCTEMAX?

46.

OObsicHUTE Ha3HAYCHUE W CHUHTAKCUC TpaBuil kiaccupuxamuu BpenoHocHoro I10. Kak
KOMOMHHPYIOTCSI CTPOKOBBIE, OaWTOBbIE U YCIOBHBIE BBIPAXKEHUS [UISI  TOYHOUM
WJICHTU(DUKAIIN CEMEHUCTB yrpo3?

47.

Packpoiite meTtonuky pa3paboTKM M TeCcTUpOBaHUS Kiaccupuuupyromux mnpasmi. Kax
MUHHUMU3HPYIOTCS JIOKHBIE CpabaThiBaHUs M 00ecreunBaeTcs MOKPHITHE MOJUMOP(HBIX U
MeTaMop(dHbIX 00pa31oB?

48.

OxapakTepu3yiiTe BO3MOXHOCTHM aBTOMAaTH3allUM aHaiau3a BpenoHocHoro IIO0 ¢
ucrnoJib30BaHueM si3bika Python. Kak npumenstorcs 6ubnuotexu A pa3dopa HCHOTHAEMBIX
(haiinoB, Au3acceMOIMpPOBaHMS, KIacCU(UKAIIMKN M aHAJIN3a CETEBBIX TAKETOB?

49,

OObscHHUTE MPHUHLMIIBI aHAlK3a CETEBbIX IMPOTOKOJOB MpPU HCCIETOBAHUHM BPEIOHOCHOM
aKTUBHOCTH. Kak pEeKOHCTPYHpPYIOTCS CECCHUHM, W3BJIEKAeTCs TMOJe3Has Harpyska u
JETEKTUPYIOTCS] KaHAJIbI CBSI3M C KOMaHAHBIMU IIEHTpamMu?

50.

PackpoiiTe conepxanue MOHATHS «ceTeBast CUTHaTypay. Kak co3maroTcs mpaBuia sl CUCTEM
oOHapyXCHHS BTOPKCHHU C UENbI0 OJIOKUPOBKM HM3BECTHBIX ITATTEPHOB BPEIOHOCHOTO
Tpaduka?

51,

OObscHUTE apXUTEKTYpy M (PYHKIMH COBPEMEHHBIX CHUCTEM 3alllUThl KOHEYHBIX TOYEK C
paciupeHHbIM IeTEKTUPOBaHUEM U pearupoBanueM. Kak obecrieunBaercs cOop TeieMeTpuH,
KOppesIus COOBITUI M aBTOMAaTU3MPOBAHHOE pearnpoBaHNe Ha MHIIUACHTHI?

52.

PaCKpOﬁTC IIPUHOUIIBI IIOCTPOCHUA CUCTEMBI MOHUTOPUHI'A 0e30MacHOCTH B KOpHOpaTHBHOﬁ
cetu. Kakme wuCTOYHHMKH KYpHAJIOB COOBITUH HCO6XOI[I/IMBI st ACTCKTUPOBAHUA
Bp@,[[OHOCHOfI AKTUBHOCTHU HA PAHHUX CTa,I[I/IHX?

53.

OxapakTepu3yiTe NpOLECC pearupoBaHUS Ha WHIUACHTBHI, CBSI3aHHBIE C BPEIOHOCHBIM
MporpaMMHBIM oOecrieueHueM. Kak opraHusyercs H30JSAIUS 3apaKEHHBIX Y3J0B, cOOp
1M (POBBIX apTeHaKTOB U BOCCTAHOBICHUE CHCTEM?

54,

OO0bsacHUTE POJb AaHHBIX 00 yrposax B 3amuTe oT BpenoHocHoro I10. Kak ucnons3yrorces
mwatGopmMbl 0OMEHa MHAMKATOPAMHM KOMIIPOMETAllMd U BHYTPEHHHUE 0a3bl JaHHBIX IS
MMPOAKTUBHOMW 3aIIIUTHI?

55.

Packpoiite conepxaHue MOHATHS «YSI3BUMOCTb HyileBoro nAHs». Kakume crparerun
NPUMEHSIOTCS JUISL 3alllUThl OT HEW3BECTHBIX JKCIUIONTOB 10 BBIXOJAa OQUIMAIbHBIX
UCIIPABJICHUN ?

56.

OnummwnTte MCTO/bI 0e30IacHOM OKCILTyaTalluu YHSBHMOCTeﬁ B TCCTOBLIX Cpcaax. Kak
oOecreunBaeTCs N30JIdlusA, KOHTPOJIb PECYypCOB U NPCAOTBPAIICHHUEC JIATCPAJIBLHOIO
TICPCMCIICHHUS B J'Ia60paT0pHBIX cersax?

S7.

OObsicHUTE BIMSHUE COBPEMEHHBIX MEXaHM3MOB 3aIIUTHI sApa ONEpPAllMOHHON CHCTEMbI Ha
BO3MOYHOCTH PYTKMTOB M BPEJOHOCHBIX JpaiiBepoB. Kakue orpaHnyeHMs] HAKJIaJbIBAIOTCS
Ha MOJM(UKALMIO CTPYKTYP sipa?




58.

PackpoiiTe 0cOOEHHOCTH 3aIlIMThl BHUPTYAIM3UPOBAHHBIX Cpel M KOHTEHHEPOB OT
BPEAOHOCHOIO IIPOrpaMMHOro obecrnieueHus. Kakue pucky BO3HMKAIOT IIPU aTakax BbIXOJa
13 U30JISIUHU U KaK OHU HeUTpanusyrorcs?

59. | Oxapakrepu3yiiTe HOPMAaTUBHO-TIPABOBEIE TPEOOBAaHUS K 3amuTe OT BpeaoHocHoro [10 B
opranuzaiusax. Kakue craHmapTel U pyKOBOJSAUIME JOKYMEHTBl PETJIaMEHTHPYIOT
OpraHU3aI[MOHHbIE U TEXHUYECKUE MEPHI 3alllUThI?

60. | OObsicHAUTE DJTHYECKHE W IOPHIMYECKHE AaCMEKThl HCCICIOBAHUS BPEIOHOCHOTO
nporpaMMHOTO obOecniedueHus. Kakue orpaHuueHHs YCTaHOBIEHBI 3aKOHOJATEIbCTBOM
Poccuiickoit @enepannu 1 kak 00ecrieunBaeTcsi COOJI0ICHUE aKaJeMUYECKOM YECTHOCTH MPU
BBITIOJTHEHUH JTA0OPATOPHBIX U UCCIIEIOBATEIHCKUX PabOT?

7.3.2. Kputepuu U HOPMbI OLIEHKH

Cemectp ®opma nposeaeHUA Kpurepun u HOpMBbI OLIEHKHU
NPOMEKYTOYHOM
aTTecTaluu
10 3auer (110 «3a4YTEHO» BrimonHeHbI BCE
HaKOIUTEIbHOMY MpakTHYecKue paboThl,
pEeUTHHTY) JTaHbI OTBETHI Ha
BOIIPOCHI 3a4eTa

«HE 3a4TEHO» He BBIIOJIHEHBI

IpaKkTHYecKue paboThl,
HE JaHbl OTBEThl Ha
BOIIPOCHI 3a4eTa




8. YueOHo-MeTOAMUecKoe 1 HHPOPMAIIMOHHOE o0ecnedeHne JUCITUIIMHBI

8.1. O6s13aTesibHAs TUTEpPaTypa

Tun (yueOHuk,
yueOHoe nocodue,

KoanuyecTtBo B

Ne yueOHO- .
ABTOpBI, COCTABUTEIN 3arsiaBue (3aroJioBoK) I'ox n3nanus | Hay4yHOI OMOIHOTEKE
n/n MeTOoAMYecKoe
/ HaumenoBanue ObC
nocooue,
NPAKTHKYM, Jp.)
1 | IIpoxoposa O. B. HNudopmanronnas 6e30macHOCTh U y4eOHUK 2025 70c-Jlanp
3amuTa HHQoOpMaImu
2 | bapanosa E. K. NudbopmanmonHas 6e301acHOCTb U yaeOHoe mocobue 2026 30c-ZNANIUM
3amuTa HHQopMaImm
8.2. lonoiHMTEILHAS JIMTEPATYypa
Tun (y4eOHUK,
yueOHoe nocodue,
KoinuecTBo B
Ne yueOHo- .
ABTOpBI, COCTABUTEIHN 3arsaaBue (3aroJi0BOK) I'ox u3nanus | Hay4YHoU OMOIHOTEKE
n/n MeTOoauYecKoe
/ HaumenoBanune IbC
nocooue,
NMPAKTHUKYM, JP.)
1 | llansrun B. ©. HNudopmanmonnas 6€301macHOCTb U ydeOHoe rmocobue 2019 »0c-1PRbooks
3amuTa HHQOpMAaIIH
2 | I'muuckas E. B. HNudopmanrionHnas 6€301MacHOCTb yueOHoe nmocodue 2021 30c-ZNANIUM
KOHCTpyKinii O9BM u cucrem
2021 360c-IPRbooks

PeBuuBrIX A. B.

HNudopmanronHas 6€301MacHOCTh B
OpraHu3aIusaX

yueOHoe nmocodue



https://e.lanbook.com/book/217445?category=1545
https://e.lanbook.com/book/217445?category=1545
https://e.lanbook.com/book/217445?category=1545

8.3. Ilepeuenr mnpogeccHoHAIBLHBIX 0a3

CIIPABOYHBIX CHCTEM
1. FREEDOM COLLECTION (ITonHoTekcTOBasi KOJIEKLUS 3IEKTPOHHBIX KYPHAJIOB
Elsevier B.V.) https://www.sciencedirect.com/ Hen3BeCTHBIH

JAaHHBIX H I/IH(l)OpMaIIHOHHLIX

2. Nano Database http://nano.nature.com/ 6a3a naHHBIX
3. Springer Materials http://materials.springer.com/ 6a3a qaHHBIX

4.Springer Nature Protocols and Methods

https://experiments.springernature.com/sources/springer-protocols 6a3a maHHBIX

5. zbMath https://zbmath.org/ 6a3a nanubIx
6.Springer Nature (ITonmHoTekcTOBas KOJUIEKLIUS JKypHaJIOB)

https://www.springernature.com/gp/products Hen3BeCTHBIN

Springer Nature) https://link.springer.com/ Heu3BecTHBII
8.  ORBIT INTELLIGENCE (Ilarentnas

7. Springer eBooks (ITomHOTEKCTOBAsT KOJIICKIUS AJIEKTPOHHBIX KHHUT H3aTEIILCTBA

http://www.orbit.com/ 6a3za nqaHHBIX

9. CSD-ENTERPRISE (baza pmaHHBIX

6aza kommanun QUESTEL)

kommauuu CAMBRIDGE CRYST

ALLOGRAPHIC DATA CENTER) https://www.ccdc.cam.ac.uk/structures/ 6a3a gaHHbIX
10. ELIBRARY.RU (snektponHass  OuOnMOTEKa  HaydyHBIX  IyOJIMKaLUi)
http://elibrary.ru HensBecTHbIi

11. "Tapant" https://www.garant.ru/ UCC

12. "KoncynprantlLimroc" https://www.consultant.ru/ UCC

13. "Komekc" https://kodeks.ru/ UCC
14. Texakcnepr https://cntd.ru/ UCC
8.4. [lepeueHb MporpaMMHoOro odecrneyeHust

Ne Haumenopanne IO PexBu3HUTEI normsi)pa
n/n (mata, HOMep, CPOK el CTBHS)
1 Windows Wmdov&u/s (HoroBop Ne 690 ot 19.05.2015r.,
CPOK JACHCTBUSA - OECCPOUHO);
2 OfficeStandart  (Jlorosop Ne 690 or
. 19.05.2015r., cpox neicTBHs - OECCPOYHO;
OfficeStandart HoroBop Ne 727 ot 20.07.2016r., cpok
JEHCTBHSI - OECCPOUHO)
3. Koncynbrant+  (loroBop  Nel522 ot
Koucymerant+ 25.12.2015, cpok nericTBus - OECCPOUHO)

8.5. Omnmucanme MaTepHAIbLHO-TEXHUYECKON  0a3bl, HeOOXOAMMON IS
OCYLIeCTBJIEHUSI 00Pa30BATEILHOIO NpoLecca Mo AMCHHIINHE

HanmeHnoBaHne 000pyI0BAHHBIX yY4eOHBIX
Ka0OMHETOB, J1a00PATOPHIi, MACTEPCKUX U

oOyuaronuxcs
I -409

Ne ap. 00LEeKTOB IS npoBeeHust
.. | [lepeyeHb OCHOBHOI'0 000PYI10BAHMS
/0 | IPAKTHYEeCKUX U JA00PATOPHBIX 3aHATHH,
MOMeIIeHNH VISl CAMOCTOSITEILHOM PadoThI
o0yyaromuxcs (HoMep ay1uTOPHH)
1 [Tomemenne ans camocToSTeNbHOUW pPabOTHI | CTONBI-MAPTHI ABYXMECTHBIE, CTYIbs, CTOJ

NPEeroIaBaTeIbCKUii-, CTYI
NPEeIo/IaBaTeIbCKUH, MepPEeIBIKHAS JTOCKA,
JKpaH, nporeccop, TPOEKTOP,

KOMIIBIOTCPHBIC CTOJIbI, KOMIIBKOTCPHI JIA
CTYACHTOB C BBIXOJOM B CCTb HHTCPHCT,
KOMIILIOTCP NPCIOAaBaTCIIA, CEeTeBOi IJ_IKa(I)



https://www.sciencedirect.com/
http://nano.nature.com/
http://materials.springer.com/
https://experiments.springernature.com/sources/springer-protocols
https://zbmath.org/
https://www.springernature.com/gp/products
https://link.springer.com/
http://www.orbit.com/
https://www.ccdc.cam.ac.uk/structures/
http://elibrary.ru/
https://www.garant.ru/
https://www.consultant.ru/
https://kodeks.ru/
https://cntd.ru/

HaumenoBaHue 000py10BaHHBIX Y4eOHBIX
Ka0uHeTOB, JadopaTopuii, MACTEPCKUX H

Ne ap. 00beKTOB s NpOBeeHHs
.. | IlepeyeHb OCHOBHOI0 000PYIOBAHNS

n/n | NPaKTHYeCKUX W Ja0OpaTOpPHBIX 3aHATHI,
MOMeIleHUH /151 CAMOCTOSITeIbHOI padoThI
o0yyaomuxcs (HoMep ayIUTOPHH)

2 [Tomemenne mis camocTosiTeNbHOM paboThl | CTONBI,  CTy/dbs, CTeiaxu (B T.4.
obyuatonmuxcs YJIK-105 BBICTABOYHBIC) C KHUTAMH, TIEPCOHAILHBIC

KOMIBIOTEPHI, MOOMIIbHBIE paboune MecTa

3 Aynutopus BeO-KOHPEPESHINH. Cron  mpemnojaBaTeIbCKHM, 9KpaH
VYyeOHas ayauTopust Ui IPOBEACHUS 3aHATUH | TEIEBUSHOHHBIN, poyTep, CTOMKa  Juid
JIEKIIMOHHOTO TUIIA. TeleBu30pa, BeO. Kamepa, TpaHCHApaHT-
VYyeOHas ayaAuTopHs Ui IPOBEACHUS 3aHATHH | TIEpeTsAKKa, mpMma, HayIIHUKH,
CEMHUHApPCKOI0 TUIIA. KOMIIBIOTEp C BbIXOJ0M B MHTEpHET.
VYyeOHas  ayauropuss A1 KypCOBOTO
MIPOEKTUPOBAHUS  (BBINIOJHEHUS KYPCOBBIX
pabor).
VYyeOHas  ayautopust Ui IPOBEACHUS
TPYIIIOBBIX " WHIUBHIyTBHBIX
KOHCYJIbTAINH.
VYyeOHas ayauTopust Ui IPOBEACHUS 3aHATUI
TEKYIIEro KOHTPOJISI M  MPOMEXYTOUHOMN
aTTecTaluu
3-705
VYueOHnas ayauropus i npoBeaeHus 3aHATHi | CTONBI  yYeHUYEeCKHEe JIBYXMECTHbIE
JIEKIIMOHHOTO TUMA. YueOHasi ayAUTOPHs AJs | CTYJbs, CTOJ IPENoAaBaTeIbCKUN , CTYI
MPOBEACHUS 3aHATUA CEMHUHApPCKOrO THIMA. | IPENOJABATENbCKUN , JOCKA ayIUTOpHas
VYyebnass  aymutopusi  JuIsi  KypcoBoro | (MesoBas), kKadempa HaroapHast, POEKTOP,
MPOEKTUPOBAHUS  (BBINOJHEHHS] KYPCOBBIX | 9KpaH BBHIKATHOM.

4 pabot). YaeOHas ayauTopust Ui TPOBEACHHS
TPYIIIOBBIX u WHJBHIyaJIbHBIX
KOHCyJbTallMil. YueOHas ayauTopus IS
MPOBEACHUS 3aHATUN TEKYLIEro KOHTPOJs M
MIPOMEKYTOUYHOU aTTECTallUU.
J1-402
JlaGopatopus "TexHocdeprnas 6e30macHOCTh. | CTOJBI YYCHHYECKHE JIBYXMECTHBIE, CTOJ
3/1aHusl, COOPYKEHUSI U UX YCTOMYMBOCTD MPHU | IIPENOIABATEIbCKUI. , CTYH
noxape". MIPENO0AABATEIbCKUM, CTYJIbs YYCHUUECKHE,
VYyeOHas ayaAuTopus Ui MPOBEACHUS 3aHATUHN | JOCKA ayqUuTOpHAas (MenoBas), mkad, CTeH
CEMHUHAPCKOT0 THIIA. JUISL pa3MELLIEHUs JOKYMEHTOB IO OXpaHe
YueOHast  ayauTopusi A KypCOBOTO | TpyaAa, MOXapHOW 0€30MacHOCTH, CTOM IS
MPOEKTUPOBAHMS  (BBINIOJHEHHUS KYPCOBBIX | MaHEKEHA, MAaHEKEH, TOHOMETP

5 pabor). MEXaHUYECKUH, TOPC pPEaHUMAlMOHHBIN,
YueOHast ayauTopuss JUIE  TPOBEICHHS | TPEHAXeEp AJS MOCTAHOBKH KJIM3MBI U B/M
TPYIIIOBBIX u WHIVBUAYAJIBbHBIX | MHBEKIUM, TpPEHaXep CepIUe-JIETKUEe U
KOHCYJIbTalNH MO3rOBOM peaHuManud Makcumym 2-01,
VYuebHas ayauTopus Ui IPOBEACHUS 3aHATUH | HOCUJIKU CAHUTAPHBIE., CEKYHAOMED
TEKYILEr0o KOHTPOJII M  IMPOMEXYTOUYHOHN
arrectauuu. MHCTUTYT HHXXEHEpHOH W

9KOJIOTMYECKOH 6€301acHOCTH
J1-403




HaumenoBaHue 000py10BaHHBIX Y4eOHBIX
Ka0uHeTOB, JadopaTopuii, MACTEPCKUX H

Ne | nmp. 00beKTOB s NMpoBeeHus
.. | IlepeyeHb OCHOBHOI0 000PYIOBAHNS
/0 | NPaKTHYeCKHUX U JIa0OPATOPHBIX 3aHSATHIA,
NMOMeIIeHHH /115l CAaMOCTOSITeIbHOI padoThI
o0yyaomuxcs (HoMep ayIUTOPHH)
Jlaboparopus "Texnocdepras 6e3omacHOCTb. | CTONBI YYCHHUYECKUE JBYXMECTHBIC. CTOJ
ABTOMATHU3UPOBAHHBIC CHUCTEMBI YIIPABJICHUS | TIPEIIOAaBATEIILCKU, CTYIN
u cBs3u. [Ipom3BOJCTBEHHAs W TOKApHAS | MPEMOJABATCIbCKHMA, CTYbsl YICHHYECKUE
aBTOMaTHkKa'. , JIOCKa ayauTopHas (MejoBas), wmikad,
YueOHast ayAUuTOpHs IS POBEACHUS 3aHATHH | CTCHII Il pa3MEIIECHUsI JIOKyMEHTOB TIO
CEMHUHApPCKOI0 TUIIA. OoXpaHe TpyJa, MOKapHOW Oe30MacHOCTH,
YueOHast  ayquToOpust  JUIT KYpCOBOTO | CTCHI JUIS pa3MENIeHUS W XPaHCHHUS
MPOCKTHPOBAHMS  (BBITIOJHEHUS KYPCOBBIX | JIJAOOPATOPHBIX  MPUHAMICKHOCTEH  TI0
pabor). nucturuHe «[loxkapHas 6€30TacHOCTBY,
6 VYyebnast aymutopust s TmpoBeaeHus | orHerymuTenb OYb-7, nmecoununa MuHH,
TPYIIITOBBIX " WHIVUBUAYAIBHBIX | IPOTHBOTa3bl B CyMKe ,  y4eOHO-
KOHCYJIbTAIHI nmabopaTopHoe 000opy0BaHNe
YdueOHas ayIUTOPHS VTS IIPOBEACHUS 3aHATHH | « ABTOMaTHYCCKAs cucTemMa
TEKYIIETO KOHTPOJSA U TPOMEKYTOYHOM | MOXKAPOTYIIEHU», YIEeOHO-Iab0opaTopHOE
aTTECTalUU. obopyoBaHue "OXpaHHO-TIOKapHAsI
J1-405 curHammzamus" creHn «Curmanmsanus
MOYKapHO-OXpaHHAs CUTHAIN3AIUS, CTCHT
«OpocuTen aBTOMAaTHYECKHE CHCTEMBI
MOKapOTYLICHUS
JlaGopartopus "Texnocdepnas | CTOJIbI yYEHUYECKUE ABYXMECTHBIC, CTOJ
0€301macHOCTh". MpEroIaBaTeIbCKUH, CTyI
YyeOHas ayaAuTopHs Ui MPOBEACHUS 3aHATUH | IPETIOJaBaTeNIbCKUM, CTYJbsl yUeHUUECKHE,
CEMUHAPCKOTO THTIA. JIOCKa ayauTOopHast (MenoBast), mkad, CTCH/T
YueOHast  ayauTopusi  AisS  KypCOBOTO | AJisi pa3MElIeHHs] JOKYMEHTOB IO OXpaHe
MPOEKTUPOBAHMS  (BBINOJHEHHUS] KYPCOBBIX | TpyZa, MOXkKapHOI O€301MacHOCTH, 3KpaH Ha
7 pabor). tpenore Da-Lite Versatol 152x152 ,
VYuebnass aymutopust i mpoBeneHus | mpoektop Ne265910 Acer P1, HOyTOykK
TPYIIIOBBIX u nHauBHaAyalbHBIX | Ne6512 BWL HP Compag nx 7300 CM-430
KOHCYJIbTaIlHH -, CTEHJ JUId pa3MeElIeHHs] HOPMAaTUBHBIX
VYueOHas ayAuTOpHs Ui MPOBEACHUS 3aHATHH | JOKYMEHTOB o JTUCLIUILIINHE
TEKYIIEro KOHTPOJII M MPOMEeXyTouHOH | «be3omacHOCTh rpy30M0bEMHBIX MAILIUH U
aTTecTalluu. MEXaHU3MOBY»., CTEHJ K JIabopaTOpHOU
J-407 pabote Ne 2 «bpakoBka KaHaTHBIX CTPOID.
Jlaboparopus "Texnoctepnast | CToNbl yueHUYECKHE BYXMECTHBIE, CTOI
0€3011aCHOCTBR". MperoiaBaTeIbLCKUH, CTYJ
YueOHas ayAuTOpHs U1 MPOBEACHUS 3aHATUH | IPETOJaBaTeNIbCKUA, CTYJIbsl yYeHUYECKHE,
CEMHUHAPCKOT0 THIIA. JIocKa ayauTopHas (MenoBas), IKad,
YueOnast  ayautopusi  Ans  KypcoBoro | TyM0a Ha Kojecukax, creHn "CpencrtBa
MPOEKTUPOBAHMS  (BBITIONHEHUS KYPCOBBIX | MHAMBUAYAIbHON 3aIlUTHI", CTEHI IS
8 paboT). pa3MenieHusl JOKYMEHTOB TI0 OXpaHe
YueOHast ayautopuss Uil TPOBEICHHS | TpyAa, MOXKApHOW O€30MacHOCTH, CTEH]
TPYIIOBBIX u WHIUBUAYAIbHBIX | «MaTepuaisl M OTXOJbl», MAarHUTHbBIE
KOHCYJIbTAIHH JIOCKH Ha KOJIECHKaX
YueOHast ayAUuTOpHs I MPOBEIACHUSI 3aHATUI
TEKYIIETr0 KOHTPOJS ¥  MPOMEXYTOUHOM

aTTeCTal .




HaumenoBaHue 000py10BaHHBIX Y4eOHBIX
Ka0uHeTOB, JadopaTopuii, MACTEPCKUX H

Ne | nmp. 00beKTOB s NpOBeeHHs
.. | IlepeyeHb OCHOBHOI0 000PYIOBAHNS
I/ | NPAKTHYECKUX M JIA00OPATOPHBIX 3aHATHIA,
MOMeIleHUH /151 CAMOCTOSITeIbHOI padoThI
o0yyaomuxcs (HoMep ayIUTOPHH)
J1-408
JlabGoparopust "Texunocdepnas | CTONIbI YICHHYECKHAE TBYXMECTHBIC, CTOJI
0€e30MacHOCTb". [IPEeroaBaTesIbCKUM, CTYIN
VYueOHas ayauTopus Ui IPOBEACHUS 3aHATUH | IPENoJaBaTebCKUL., CTYJIbsI
CEMHUHApPCKOI0 TUIIA. YUEHUYECKHUE, J0cKa ayIuTOpHAast
VYyeOHast  ayauTtopusi A8 KypcoBOTo | (MenoBasi), mkad, cTeH] A pa3MelieHus
MIPOEKTUPOBAHMS  (BBIIOJHEHUS] KYPCOBBIX | JOKYMEHTOB IO OXpaHe Tpy[a, MOKapHOU
pabor). Oe3omacHoctH, cTeHa «HwuskoBobTHAS
VYyeOHast  ayauTopust  JUIsl  MPOBEICHUS | 3al[UTHAs anmapaTypa, mkag
9 TPYIOBBIX " MHIUBUAYAJIbHBIX | paclpeleNnuTeIbHbIN, CTOMKa c
KOHCYJIBTAIINI M30JIMPYIOIIUMH  IITaHramMu (6 1mITaHr),
VYyeOHast ayauTopus AJis IPOBEICHUS 3aHITHI | CTEH]T WCTIBITATEJIbHBIN (mmToBas),
TEKYIIEro KOHTPOJISI M  IMPOMEXYTOUHOHN | OTHETYIIUTENb -., CTEH] « DJIEKTPOCXEMbI»,
aTTeCTalHuu. CTEHJ] TIPOBEPKH DBJIEKTPOUHCTPYMEHTOB
11-410 CIIDU-1, creng «Bumgsl amm», CTEHL
«3alUTHBIE CPENICTBA U IPUCTIOCOOIICHUSY,
yCcTaHOBKa  JlabopaTopHas «Mopenb
AJEKTPOABUTATENS, CTEH]I
«Hu3koBosIbTHAS 3alllMTHAS anmnaparypa»
VYuebHas ayauTopus uid npoBeeHns 3aHITUi | CTOJIBI yUEHUYECKUE TBYXMECTHBIE , CTOJ
JIEKIIMOHHOTO THUMA. YueOHas ayquTopHus Ui | IPEroaaBaTesIbCKui, CTYyI
IIPOBEACHUS 3aHATUI CEMHUHApCKOTO0 THIMA. | IPENOoJaBaTeIbCKUI, CTY/Ibs YUEHUUECKHE,
VuebHass  ayauTopuss  JUId  KypPCOBOTO | JOCKa ayIUTOpHas, Kadenpa HamojbHasi,
MIPOEKTUPOBAHUSA  (BBIIOJHEHUS KYPCOBBIX | IIPOEKTOP IIOJIBECHOH, 9KpaH (c
10 pabot). YueOHast ayaquTopust sl TPOBEACHUS | aBTOMATHYECKUM ITPUBOJIOM), CHCTEMHBIN

TPYIIIOBBIX H WHIUBHIYyTbHBIX
KOHCYJIbTallMi. Yd4eOHass ayauTopus IS
MPOBEACHUS 3aHATUN TEKYIIEro KOHTPOJS M
MMPOMEKYTOYHOM aTTECTaIUU.

J1-413

0JIOK .
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